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IS EXTRACTED AND ROUTED TO APPROPRIATE CIRCUIT 
FOR DECRYPTION OF SESSION KEY 
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TO FIG. 18B 



FIG. 18A 
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FROM FIG. 18A 



404 



CONTROL CIRCUIT PROCESSES MESSAGE TO DETERMINE 
WHICH QAM CHANNEL VOD PROGRAM WILL BE SENT ON, 

WHICH MPEG TRANSPORT STREAM WILL CARRY THE 
PROGRAM, AND THE PIDS OF THE COMPONENT PES OF 
THE PROGRAM OR THE PMT TABLE 
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406 



CONTROL CIRCUIT SENDS APPROPRIATE TUNING 
COMMANDS TO TUNER AND APPROPRIATE 
CONFIGURATION DATA TO THE DEMODULATOR 
FOR THE QAM CHANNEL PROGRAM WILL BE SENT 

UPON 
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SESSION KEY IS DECRYPTED IN APPROPRIATE 
CIRCUIT USING PRIVATE USER DATA KEY OF THIS 
STB WITH WHICH THE SESSION KEY WAS ENCRYPTED 
AND SENT TO CONDITIONAL ACCESS CIRCUIT 
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CONTROL CIRCUIT USES PIDS IN DOWNSTREAM 
MESSAGE TO PROGRAM TRANSPORT STREAM 
DEMULTIPLEXER 
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TRANSPORT STREAM DEMULTIPLEXER USES PIDS IN 
DOWNSTREAM MESSAGE TO EXTRACT MPEG PACKETS 
OF VOD PROGRAM AND ROUTE THEM TO APPROPRIATE 

CIRCUITRY 
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MPEG PACKETS WITH ENCRYPTED ECM 
MESSAGE ARE EXTRACTED AND SENT TO 
APPROPRIATE CIRCUIT FOR DECRYPTION 
AND RECOVERY OF WORKING KEY 



I 



L 



416 



MPEG PACKETS WITH ENCRYPTED VIDEO ARE 
SENT TO CONDITIONAL ACCESS CIRCUIT AND 
DECRYPTED USING WORKING KEY AND SENT 
TO MPEG DECODER 
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TO FIG. 18C 



FIG. 18B 
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FROM FIG. 18B 
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418 



MPEG PACKETS CONTAINING AUDIO, 
PCR TIMING AND SUPPLEMENTARY 
DATA ARE EXTRACTED AND SENT TO 
MPEG DECODER 



I 



420 



MPEG DECODER USES PCR DATA TO SYNCHRONIZE ITS OWN 

CLOCK AND DECODES VIDEO AND AUDIO AT APPROPRIATE 
TIMES DEFINED BY DTS TIMESTAMPS AND STORES DECODED 
VIDEO AND AUDIO IN BUFFERS. OUTPUTS VIDEO AND AUDIO 
DATA AT TIMES DEFINED BY PTS TIMESTAMPS. AUDIO DATA 
MAY BE CONVERTED TO ANALOG UPON OUTPUT IN SOME 

EMBODIMENTS 
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422 



VIDEO DATA IS ENCODED INTO NTSC, PAL 
OR SECAM VIDEO SIGNAL 



J 



424 



VIDEO AND AUDIO INFORMATION ARE 
MODULATED ONTO RF CARRIER OF 
APPROPRIATE FREQUENCY. 



FIG. 18C 
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